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1. PURPOSE AND SCOPE OF THE STANDARD 
 
Pursuant to Part XIII of The Credit Union Central of Saskatchewan Act, 2016 (the Act), 
Credit Union Deposit Guarantee Corporation (the Corporation) may make Prudential 
Standards that apply to SaskCentral. The Prudential Standard (Standard) contained herein 
must be adhered to by SaskCentral. 
 
This Standard sets out the Corporation’s expectations for the management of operational 
risk and is applicable to SaskCentral. 
 
For the purposes of this Standard, operational risk is defined as the risk of loss resulting 
from people, inadequate or failed internal processes and systems, or from external events. 
This includes legal risk but excludes strategic and reputational risk. The risk of loss resulting 
from people includes, for example, operational risk events relating specifically to internal or 
external fraud, non-adherence to internal procedures/values/objectives, or unethical 
behaviour more broadly.  

 
The Corporation recognizes that within industry practice, external fraud may be currently 
categorized within business risk (rather than separately within operational risk). The 
Corporation encourages SaskCentral to consider including external fraud events in the 
definition of operational risk for risk management purposes. 
 
 
2. OPERATIONAL RISK MANAGEMENT FRAMEWORK 
 
Principle 1: Operational risk management should be fully integrated within 
SaskCentral’s overall risk management program and appropriately documented. 
 
Operational risk is inherent in all products, activities, processes and systems. As such, the 
effective management of operational risk should be a fundamental element of SaskCentral’s 
risk management program. The Corporation expects SaskCentral to have a framework for 
operational risk management that sets forth mechanisms for identifying and managing 
operational risk1. 
 
Understanding operational risks leads to better decision making through the observation 
and analysis of past operational risk events and the patterns of observed behaviour within 
SaskCentral. In addition, a robust framework for operational risk management provides a 
mechanism for discussion and effective escalation of issues leading to better risk 
management over time and increased institutional resilience. The comprehensive data 
collection which the framework supports allows for analysis of complex corporate-wide 
issues and facilitates tailored risk mitigation actions. Additional tools such as analysis of 
external events and scenario analysis can provide risk management value and discourage 
complacency in operational risk management. 
 
  

                                           
1 See Appendix 1 item 1 for elements of operational risk frameworks which may be considered best practice. As 
SaskCentral evolves, in terms of size or other relevant factors, supervisory expectations may increase in this area. 
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3. OPERATIONAL RISK APPETITE STATEMENT  
 
Principle 2: Operational risk management should serve to support the overall 
corporate governance structure of SaskCentral. As part of this, SaskCentral should 
develop and utilize an operational risk appetite statement. 
 
SaskCentral should develop and maintain a comprehensive risk appetite statement for 
operational risks, as part of its overall Risk Appetite Framework (see the Corporation’s 
Corporate Governance Guideline including its Appendix B). The risk appetite statement for 
operational risk should articulate the nature and types of operational risk that SaskCentral is 
willing or expected to assume. The operational risk appetite statement should be succinct, 
clear, and include a measurable component (limits/thresholds). The purpose of having a 
measurable component is to indicate the level of operational risk that is considered 
acceptable within SaskCentral. The limits/thresholds may also serve to indicate the level at 
which operational risk events, near misses, or cumulative patterns, are considered 
necessary for escalation to Senior Management (in some cases, separate reporting 
thresholds may be established). 
 
In formulating its risk appetite statement for operational risk, SaskCentral may consider 
elements such as: changes in the external environment; material increases/decreases in 
business or activity volumes; the quality of the control environment; the effectiveness of 
risk management or mitigation strategies; SaskCentral’s operational risk event experience; 
and the frequency, volume or nature of risk appetite limit/threshold breaches. 
 
The operational risk appetite statement, and/or the reporting threshold for material 
operational risk events should be regularly reviewed to ensure it remains appropriate. 
Escalation and reporting processes for breaches, or potential breaches, should be in place. 
 
 
4. THREE LINES OF DEFENCE 
 
Principle 3: SaskCentral should ensure effective accountability for operational risk 
management. A “three lines of defence” approach, or appropriately robust 
structure, should serve to delineate the key practices of operational risk 
management and provide adequate objective overview and challenge. How this is 
operationalized in practice in terms of the organizational structure will depend on 
SaskCentral’s business model and risk profile. 
 
Appropriate accountability for the management of operational risk is essential. A “three lines 
of defence” structure is one way to achieve such accountability. For illustrative purposes, 
the roles and responsibilities of each of the three lines are described below. In determining 
what is considered an appropriately robust structure, both SaskCentral and the Corporation 
will consider size, ownership structure, nature, scope and complexity of operations, 
corporate strategy and risk profile. 
 
FIRST LINE OF DEFENCE 
 
The business line – the first line of defense – has ownership of risk whereby it acknowledges 
and manages the operational risk that it incurs in conducting its activities. The first line of 
defence is responsible for planning, directing and controlling the day-to-day operations of a 
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significant activity/enterprise-wide process and for identifying and managing the inherent 
operational risks in products, activities, processes and systems for which it is accountable2. 
 
SECOND LINE OF DEFENCE 
 
The second line of defence is the oversight activities that objectively identify, measure, 
monitor and report operational risk on an enterprise basis. They represent a collection of 
operational risk management activities and processes, including the design and 
implementation of SaskCentral’s framework for operational risk management. The second 
line of defence3 is best placed to provide specialized reviews related to SaskCentral’s 
operational risk management. In addition, it should be noted that other staff/corporate 
areas of SaskCentral (e.g. compliance) may also be deemed part of the second line of 
defence. 
 
A key function required of the second line of defence is to provide an objective assessment4 
of the business lines’ inputs to and outputs from SaskCentral’s risk management (including 
risk measurement/estimation), and to establish reporting tools to provide reasonable 
assurance that they are adequately complete and well-informed. 
 
THIRD LINE OF DEFENCE 
 
The internal audit function is charged with the third line of defence. The third line of defence 
should be separate from both the first and second lines of defence, and provide an objective 
review and testing of SaskCentral’s operational risk management controls, processes, 
systems and of the effectiveness of the first and second line of defence functions. The third 
line of defence is best placed to observe and review operational risk management more 
generally within the context of SaskCentral’s overall risk management and corporate 
governance functions. Objective review5 and testing coverage should be sufficient in scope 
to verify that the operational risk management framework has been implemented as 
intended and is functioning effectively. 
 
 
5. IDENTIFICATION AND ASSESSMENT OF OPERATIONAL RISK 
 
Principle 4: SaskCentral should ensure comprehensive identification and 
assessment of operational risk through the use of appropriate management tools. 
Maintaining a suite of operational risk management tools provides a mechanism 
for collecting and communicating relevant operational risk information, both 
within SaskCentral, and to relevant supervisory authorities. 
 
The Corporation recognizes that SaskCentral itself has the best perspective to determine its 
organizational structure, processes, and the extent of its use of tools6 to achieve a robust 
level of operational risk management. SaskCentral is encouraged to continue to develop and 

                                           
2 See Appendix 1 item 2 for first line of defence responsibilities which may be considered best practice for 
SaskCentral. 
3 See Appendix 1 item 3 for second line of defence responsibilities which may be considered best practice for 
SaskCentral. 
4 See Appendix 1 item 4 for further elaboration on providing effective objective assessment. 
5 Enterprise-wide means throughout all business activities applicable to SaskCentral and the SaskCentral group, 
which includes its subsidiaries. 
6 See Appendix 1 item 6 for descriptions of operational risk management tools that may be considered best 
practice for SaskCentral and the SaskCentral group. 
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improve the tools they use to manage its operational risk and to monitor and adopt best 
practices in this area, as appropriate (including prioritizing enterprise wide7 coverage). The 
specific tools used to identify and assess/analyze operational risk will depend on a range of 
relevant factors, particularly the nature (including business model), size, complexity and 
risk profile of SaskCentral. 
 
The objective of the use of operational risk management tools is to generate risk 
management value proportionate to the other risks faced by SaskCentral. The Corporation 
recognizes that the use of well implemented tools adds greater risk management value, and 
that SaskCentral may have existing tools in place to collect and analyze information relevant 
for operational risk management. See Appendix 1 item 5 for further best practices related to 
operational risk management tools. All tools may apply; however, the descriptions included 
should not be interpreted as a checklist to be used for compliance or audit purposes. 
 
 
  

                                           
7 Enterprise-wide means throughout all business activities applicable to SaskCentral and its subsidiaries. 
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APPENDIX 1 – EMERGING PRACTICES 
 
The examples of emerging practices below are not exhaustive and do not 
represent a checklist or an end-point for supervisory or internal audit review. 
Discussions in these areas should focus on improvements in operational risk 
management, rather than focusing on compliance. 
 
An operational risk management framework can provide a unique mechanism for specific 
data requests by senior management leading to more comprehensive information gathering 
relating to complex organizational issues. For example, if senior members of SaskCentral 
are observing a particular type of operational risk event in one area of the organization, it 
can be useful to collect information on whether similar events or patterns are occurring in 
other areas (i.e. there are indications of broader corporate-wide issues). 
 
Decision making at the highest levels of an organization benefits from more complete 
information. Operational risk management frameworks are designed to permit the collection 
of information in specific areas across business lines on an enterprise wide basis. This can 
be particularly useful in areas such as external fraud across product lines, legal losses 
across the organization, or system breaches/inadequacies (whether indicative of isolated 
instances of rogue behaviour or wider systemic problems). In larger organizations with well-
established second lines of defence, the information collection and aggregation capabilities 
of these professional groups can lead to better problem identification and thus more 
comprehensive and longer-term solutions to corporate-wide organizational issues. 
 
1. Within SaskCentral, the documented framework for operational risk management may 

consider the following elements: 
a. A description of SaskCentral’s approach to managing operational risk, including 

reference to the relevant operational risk management policies and procedures; 
b. Clear accountability and ownership for operational risk management amongst the 

three lines of defence; 
c. The risk assessment and reporting tools used by SaskCentral and how they are 

used within the institution; 
d. SaskCentral’s approach to establishing and monitoring risk appetite and related 

limits for operational risk; 
e. The governance structures used to manage operational risk, including reporting 

lines and accountabilities. This includes ensuring that operational risk 
management has sufficient status within the organization to be effective; 

f. Application to SaskCentral enterprise-wide; 
g. Requirements for relevant policies to be reviewed on a regular basis, and revised 

as appropriate; 
h. Efficient corresponding documentation, which should provide commensurate risk 

management value and be suitable for the intended user/audience. 
 

2. Within SaskCentral, the first line of defense may be responsible for developing 
capabilities in the following areas: 
a. adherence to the operational risk management framework and related policies; 
b. identification and assessment of the inherent operational risk within its respective 

business unit and assessing the materiality of risks to the respective business 
units; 

c. establishment of appropriate mitigating controls and assessing the design and 
effectiveness of these controls; 
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d. oversight of and reports on the business lines’ operational risk profiles and 
supporting operation within established operational risk appetite statement8; 

e. analysis and reportage of the residual operational risk that is not mitigated by 
controls, including operational risk events, control deficiencies, human resources, 
process, and system inadequacies9; 

f. promotion of a strong operational risk management culture throughout the first 
line of defence; 

g. confirmation of timely and accurate escalation, within SaskCentral, of material 
issues; 

h. staff training in their roles in operational risk management if required. 
 
The first line of defense may be further divided between ‘1a’ and ‘1b10’ roles. 
 
3. The Corporation recognizes that the responsibilities of the second line of defence 

groups may overlap with those of the first line of defence. For example, the second 
line of defence will generally consist of a separate function most often reporting into 
the risk management function. The second line of defence should have an appropriate 
level of sufficiently skilled resources and stature to effectively fulfill its responsibilities. 

 
Within SaskCentral, examples of responsibilities commonly associated with the second line 
of defence include: 

a. providing effective objective assessment, which should be evidenced and 
documented where material (e.g. by providing examples of the challenges and 
outcomes) so as to be subsequently observable to the first line of defence; 

b. confirming continued development of appropriate strategies to identify, assess, 
measure, monitor and control/mitigate operational risk; 

c. confirming continued establishment and documentation of appropriate 
organization-wide policies and procedures relating to SaskCentral’s operational 
risk management framework; 

d. confirming continued development, implementation and use of appropriate 
enterprise–wide operational risk management tools; 

e. confirming adequate processes and procedures exist to provide appropriate 
oversight of SaskCentral’s operational risk management practices; 

f. confirming that operational risk measurement processes are appropriately 
integrated into the overall risk management of SaskCentral; 

g. reviewing and contributing, to the monitoring and reporting of SaskCentral’s  
operational risk profile (this may also include aggregating and reporting); 

h. promoting a strong operational risk management culture throughout the 
enterprise; and 

i. confirming timely and accurate escalation, within SaskCentral, of material issues. 
 

                                           
8 The second line of defence may also contribute to this role; particularly with respect to aggregating information 
on an enterprise wide basis. 
9 The second line of defence may also contribute to this role; particularly with respect to aggregating information 
on an enterprise wide basis. 
10 1b – the business may choose to establish control groups that may have specific accountability for activities 
specific to operational risk, including: 
• identifying, measuring, managing, monitoring and reporting operational risk arising from operating activities 

and initiatives in line with corporate standards 
• establishing an appropriate internal control structure to manage the operational risks in a specific area 
• escalate, in a timely manner, operational risks to senior management or risk management 
• develop and implement, in a timely manner, corrective actions for operational risk issues that have been 

identified 
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Similar to the first line, the second line of defence may also be further divided between ‘2a’ 
and ‘2b11’ roles. 
 
4. Objective Assessment is the process of developing an objective view regarding the 

quality and sufficiency of the business unit’s operational risk management activities, 
including the identification and assessment of operational risks; identification and 
assessment of controls; assumptions; and risk decision (e.g., acceptance, transfer, 
denial, action plan). This includes providing challenge when appropriate. 

 
Objective Assessment is: 
• based on a structured and repeatable process that accommodates continuous 

improvement (while allowing for ad-hoc flexibility where appropriate); 
• applied through the various operational risk management tools, reporting and other 

governance processes;  
• performed by knowledgeable and competent staff;  
• shared with the business in a constructive manner;  
• performed on a timely basis;  
• measured by outcomes (e.g., it has influenced a management decision/action);  
• evidenced/documented.  
 
Evidence of observable challenge may include both evidence of challenge integral to a 
process or evidence of challenge with supporting documentation at various stages of the 
process, as appropriate. Consistent with other areas of operational risk management, and 
risk management more generally, the level of documentation required should add risk 
management value and not be unduly distracting from overall risk management goals. 
 
Objective Assessment is more than facilitation, guidance, or documentation of decisions. 
 
5. Within SaskCentral’s third line of defense for operational risk: objective review and 

testing activities generally involve testing for compliance with established policies and 
procedures, as well as evaluating whether the framework for operational risk 
management is appropriate given the size, complexity and risk profile. Objective 
review and testing generally consider the design and use of operational risk 
management tools in both the first and second lines of defence, the appropriateness of 
objective assessment applied by the second line of defence, and the monitoring, 
reporting and governance processes. 
 

6. The following are examples of operational risk management tools that have been used 
within financial institutions and may be useful: 
a. Operational risk taxonomy;  
b. Risk and control assessments (RCAs);  
c. Change management risk and control assessments;  
d. Internal operational risk event collection and analysis;  
e. External operational risk event collection and analysis;  
f. Risk and performance indicators;  
g. Material business process mapping;  
h. Scenario analysis;  
i. Quantification/estimation of operational risk exposure  
j. Comparative analysis  

 

                                           
11 2b – the second line of defence may choose to establish a quality assurance program that challenges the quality 
and nature of the effective challenge provided by the second line of defence (2a). 
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Each risk management tool is described in more detail below. 
 
a) Operational Risk Taxonomy 
 
A common taxonomy of sources of operational risk types aids with consistency of risk 
identification and assessment activities, and articulation of the nature and type of 
operational risk to which SaskCentral is potentially exposed. An inconsistent taxonomy of 
operational risk terms may increase the likelihood of not properly identifying, categorizing, 
and allocating responsibility for the assessment, monitoring, and mitigation of risks. 
 
b) Risk and Control Assessments (RCAs) 
 
Risk and control assessments are one of the primary tools typically used to assess inherent 
operational risks and the design and effectiveness of mitigating controls within financial 
institutions. RCAs provide value through: 
• including an assessment of business environment, inherent risks, controls, and 

residual risks, referencing SaskCentral’s operational risk taxonomy; 
• encouraging proper alignment between the risk and its mitigating controls; 
• being completed on a periodic basis (to support accurate and timely information); and 
• having appropriate supporting activities and frequency of maintenance to remain 

current and relevant in the management of operational risk. 
 
RCAs generally are completed by the first line of defence across the enterprise, including 
the various control groups, and should reflect the current environment but also be forward-
looking in nature. Resulting action plans emerging from completion of an RCA should be 
tracked and monitored to facilitate required enhancements being appropriately 
implemented. In addition, the second line of defence should review and provide objective 
challenge to the risk and control assessments, and the resulting action plans of the first line 
of defence. 
 
c) Change Management Risk and Control Assessments 
 
Change management risk and control assessments establish a formalized process for 
assessing inherent operational risk and the appropriateness of mitigating controls when a 
financial institution undertakes significant changes. The operational risk assessments made 
as part of the change management process should generally be performed by the first line 
of defence. This risk assessment process may consider: 
• inherent risks in the new product, service, or activity; 
• changes to SaskCentral’s operational risk profile and risk appetite; 
• the required set of controls, risk management processes, and risk mitigation strategies 

to be implemented; 
• the residual risk (unmitigated risk); and 
• changes to the relevant risk limit/threshold. 
 
d) Internal Operational Risk Event Collection and Analysis 
 
Robust internal operational risk event collection and analysis includes having systems and 
processes in place that capture and analyse material internal operational risk events (e.g. 
those that exceed an appropriate internal threshold). An operational risk event, which is 
defined as an unintended outcome resulting from operational risk, includes actual and 
potential operational losses and gains, as well as near misses (i.e. where SaskCentral did 
not experience an explicit loss or gain resulting from an operational risk event). 
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Internal operational risk event collection and analysis provides meaningful information for 
assessing 1) SaskCentral’s exposure to operational risk through aggregating and monitoring 
operational risk events over time, and 2) the overall effectiveness of the operational 
controls environment. The capture of internal operational risk data should primarily be 
managed by the first line of defence and appropriate controls (i.e. segregation of duties, 
verification) should be in place for maintaining data integrity at an acceptable level. 
 
For operational risk events determined to be material, SaskCentral is expected to identify 
the root cause as well as any required remedial action so similar events in the future either 
do not occur or are appropriately mitigated. Established reporting and analysis standards 
should also address minimum expectations over event analysis, including: 
• whether the exposure is an actual, potential or near miss event; 
• the underlying operational risk category exposure as defined within the risk taxonomy; 
• deficiencies and control failures that can be mitigated; 
• the corrective actions to be taken to address the deficiencies and control failures; and 
• appropriate sign-offs and approvals. 
 
For material operational risk events, appropriate root cause analysis is generally conducted 
by the first line of defence and appropriately escalated based on the potential or observed 
impact of the event. The second line of defence reviews and applies objective challenge to 
the analysis conducted by the first line of defence. 
 
e) External Operational Risk Event Collection and Analysis 
 
External operational risk events are operational risk related events occurring at 
organisations other than the financial institution itself. External operational risk event 
collection and analysis activities may include subscribing to an external loss reporting 
database, monitoring SaskCentral’s own operational risk event experience over time relative 
to its peers, assessing overall exposures, and the overall effectiveness of the operational 
controls environment. 
 
f) Risk and Performance Indicators 
 
Risk and performance indicators are risk metrics used to monitor the main drivers of 
exposure associated with key operational risks which also can provide insight into control 
weaknesses and help to determine a financial institution’s residual risk. Risk and 
performance indicators, paired with escalation and monitoring triggers, act to identify risk 
trends, warn when risk levels approach or exceed thresholds or limits, and prompt actions 
and mitigation plans to be undertaken. These risk metrics could contain internal and 
external or environmental indicators relevant to decision making. 
 
g) Material Business Process Mapping 
 
Business process mapping is a common tool used to identify and manage operational risks 
for significant or enterprise-wide processes. Business process mapping involves identifying 
the steps within the process, and assessing the inherent operational risks, risk 
interdependencies, and the effectiveness of controls, as well as subsequent management 
actions required when control weaknesses are identified. 
 
h) Scenario Analysis 
 
Scenario analysis is a process of identifying potential operational risk events and assessing 
the potential outcome and impact on a financial institution. Scenario analysis can be an 
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effective tool to consider potential sources of operational risk and the need for enhanced 
risk management controls or mitigation solutions. In order to effectively use scenario 
analysis as part of a risk management program, operational risk scenarios developed should 
consider both expected and unexpected organizational response relative to an operational 
risk event or event type. If scenario analysis is used as an input into the 
quantification/estimation of operational risk exposure, the second line of defence review 
whether the scenarios chosen are appropriate and consistent with SaskCentral’s scenario 
analysis program. 
 
i) Quantification/Estimation of Operational Risk Exposure 
 
Quantification/estimation of exposure to operational risk is discussed through existing 
Internal Capital Adequacy Assessment Process (ICAAP12). Quantification/estimates may be 
compared to the required capital for operational risk under the relevant capital 
adequacy/minimum required capital guideline for additional value. Regardless of the 
operational risk quantification approach taken, key assumptions should be documented, and 
appropriate validation, vetting and verification activities should be performed. 
 
j) Comparative Analysis 
 
Comparative analysis involves the first line of defence reviewing the risk assessments and 
outputs of each of the operational risk management tools, to confirm the overall assessment 
of operational risk. Comparative analysis can help to facilitate risk assessments being 
performed in a consistent manner and that lessons learned are appropriately shared within 
the organization. Comparative analysis can also identify areas where greater consistency 
within tools used, on an enterprise-wide basis, may generate risk management value 
through supporting more consistent information collection, aggregation, and resulting 
analysis. Comparative analysis can also help identify operational risk management tools that 
may not be effective or well implemented. 
  

                                           
12 See the Corporation’s ICAAP Standard. 
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APPENDIX 2 – LIST OF RELATED STANDARDS 
 
Referenced directly within the Standard: 
• Corporate Governance Standard 
 
Include or reference capital requirements for operational risk: 
• Capital Adequacy Requirements Standard 
• Internal Capital Adequacy Assessment Process (ICAAP) Standard 
 
Relevant for operational risk scenario analysis: 
• Stress Testing Standard 
 
Include specific guidance relating to SaskCentral processes: 
• Outsourcing of Business Activities, Functions and Processes Standard 
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